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Before reading or using this Manual, please read our
disclaimer. By accepting or reading this Manual you agree
to be bound by the terms of the disclaimer.

Disclaimer

We may make improvements and/or changes to the
products and services described in this Manual at any time.

To the fullest extent permitted by any applicable law:

«  We give no warranties of any kind whatsoever in relation
to this Manual including without limitation in respect of
quality, correctness, reliability, currency, accuracy or
freedom from error of this Manual or the products it
describes. All terms, conditions, warranties,
undertakings, inducements or representations whether
expressed, implied, statutory or otherwise relating in any
way to this Manual are expressly excluded.

+  Without limiting the generality of the previous sentence
neither us nor our affiliates, employees, directors, officers
or third party agents will be liable to you for any direct or
indirect loss or damage (including without limitation
consequential punitive or special loss or damage)
however arising in respect of this Manual or any failure
or omission by us, even if we are advised of the
likelihood of such damages occurring.

+ If we have to accept any liability our total aggregate
liability to you, including any liability of our affiliates,

collectively, and regardless of whether such liability is
based on breach of contract, tort, strict liability, breach
of warranties, failure of essential purpose or otherwise, is
limited to US$500.00.

« While we have no reason to believe that the information
contained in this Manual is inaccurate, we accept no
responsibility for the accuracy, currency or completeness
of the information in this Manual.

- We do not warrant or represent that we have checked
any part of this Manual that is a copy of information we
have received from a third party. We are merely passing
that information on to you.

License Agreement

The software described in this Manual is supplied under a
license agreement and may only be used in accordance
with the terms of that agreement.

Copyright

MasterCard owns the intellectual property in this Manual
exclusively. You acknowledge that you must not perform
any act which infringes the copyright or any other
intellectual property rights of MasterCard and cannot make
any copies of this Manual unless in accordance with these
terms and conditions.

Without our express written consent you must not:

. distribute any information contained in this Manual to
the public media or quote or use such information in the
public media; or

allow access to the information in this Manual to any
company, firm, partnership, association, individual,
group of individuals or other legal entity other than
your officers, directors and employees who require
the information for purposes directly related to

your business.
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Preface

What Is the Purpose of This Guide

This Merchant Integration Guide describes the Virtual
Payment Client (VPC) API (Application Programming
Interface) which allows you to payment enable your
e-commerce application or on-line store. It seeks to guide
you on how to use the functionality of the Virtual Payment
Client API. The document describes Version 1.0 of the
Virtual Payment Client API.

In addition, the guide outlines the business logic around
payment processing on the MIGS Payment Server and how
to use the VPC to perform payment processing and, if
required, integrated administration functions.

Who Should Read This Guide

The MIGS Virtual Payment Client API provides an easy to
use, low integration effort solution for payment enabling
web-sites, e-commerce applications and online stores. The
solution uses standard web technology allowing
merchants to integrate payment capabilities into their
online store without installing or configuring any payments
software making it suitable for most website hosting
environments.

This guide is specifically aimed at business analysts and
integrators who want to effectively integrate the VPCinto
merchant applications, and merchant bank personnel who
will be involved with the support of the process.

Related Documents

To complete the merchant offering, transactions processed
through MIGS via the Virtual Payment Client Guide can be
administered via the MIGS Merchant Administration portal.
To understand what this portal offers, readers should
reference the MIGS Merchant Administration Guide.



Terminology Used in this Guide

Acquiring Bank

Issuing Bank

Merchant
Administration

Payment Provider

Payment Server

Purchase

Secure Hash Secret

Transaction Request
Transaction Response

Virtual Payment Client
(VPC)

Transaction

The access code is an identifier that is used to authenticate you as the merchant while you
are using the Virtual Payment Client. The access code is generated and allocated to you by
MIGS when you are established as a merchant on the server.

Where your business account is maintained and settlement payments are deposited. This is
normally the same bank with which you maintain your merchant facility for your online
credit card payments.

A capture is a transaction that uses the information from an authorisation transaction to
initiate a transfer of funds from the cardholder’s account to you (the merchant’s) account.

The financial institution that issues payment card to customers.

Merchant Administration allows you to monitor and manage your electronic transactions
through a series of easy to use, secure web pages.

The Payment Provider acts as a gateway between your application or website and the
Acquiring Bank.

It uses the Payment Server to take payment details (Transaction Request) from your
cardholder and checks the details with the cardholder’s bank. It then sends the Transaction
Response back to your application. Approval or rejection of the transaction is completed
within seconds, so your application can determine whether or not to proceed with the
cardholder’s order.

Your Payment Provider may be your acquirer bank or a third party services provider.

The Payment Server is the MasterCard Internet Gateway Service (MIGS). MIGS facilitates the
processing of secure payments in real-time over the Internet between your online store/
website and your bank. All communications between the cardholder, your online store, the
Payment Server and the bank is encrypted, making the whole procedure not only simple and
quick, but also secure.

Purchase is a single transaction that debits the funds from a cardholder’s credit card account
and credits these funds to the merchants account. The transfer of funds occurs after the
end-of-day settlement between the card-issuing bank and the merchant’s bank.

The RRN (Reference Retrieval Number) is a unique number generated by the payment
provider for a specific merchant ID. It is used to retrieve original transaction data and it is
useful when your application does not provide a receipt number.

Secure Hash Secret plays a role in security as it is used to detect whether the transaction
request and response has been tampered with. The Secure Hash Secret is generated
automatically and assigned to you by MIGS when you are established as a merchant on the
server. It is a unique value for each merchant and made up of alphanumeric characters. Only
your MIGS know what the secure hash secret value is. Your secure hash secret is added to the
transaction request details before an SHA256 algorithm is applied to generate a secure hash.
The secure hash is then sent to MIGS with the transaction request details. Because MIGS is
the only other entity apart from you that knows your secure hash secret, it recreates the
same secure hash and matches it with the one that you sent. If they match MIGS continues
processing the transaction. If it does not match it assumes that the transaction request has
been tampered with, and will reject the request.

The Secure Hash Secret can be accessed using Merchant Administration. Please see the
Merchant Administration Guide for more information.

This is also called the Digital Order (DO) and is a request from the Virtual Payment Client to
the Payment Server to provide transaction information.

This is also called the Digital Receipt (DR) and is a response from the Payment Server to the
Virtual Payment Client to indicate the outcome of the transaction.

The Virtual Payment Client is the interface that provides a secure method of communication
between your online store and the Payment Server, which facilitates the processing of
payments.

A combination of a Transaction Request and a Transaction Response. For each customer
purchase or order, merchants may issue several transactions.




Where to Get Help

Should you require assistance with Virtual Payment Client Integration, please contact ANZ using the below details:
Phone: 1800 039 025 - 24/7

Email: ANZeCommerceSupport@anz.com - response time is 1 business day.



The Merchant Setup Process

The following table guides you through the basic steps to payment enable an online store, assuming that ANZ Merchant
Services has approved your ANZ eGate Merchant Facility.

Table 1 What the merchant needs to do to process payments from an online store

Step 1

Receive the Integration support material and documentation from your bank

The Virtual Payment Client integration support material issued to assist you during your integration and set up phase
includes the following:

a) Virtual Payment Integration Guide

b) Example code

Step 2

Obtain your Access Code and Secure Hash Secret from Merchant Administration
a) Access Code
The access code uniquely authenticates a merchant and their Merchant ID on the Payment Server.
b) Secure Hash Secret
If you are using Server-Hosted Payments, the Secure Hash Secret is a key used as the initial piece of encryption data to
create an SHA256 Secure Hash to ensure transaction data is not tampered with while in transit to the Payment Server.
Your access code and secure hash secret can be found in Merchant Administration in the Setup menu option on the
Configuration Details page. Please refer to the ANZ eGate VPC Integration notes — ‘Obtaining eGate Access Code & Secure
Hash’ for details on how to locate your Access Code and Secure Hash Secret.

Step 3

Perform a basic payment using the supplied example code

You can perform a basic test payment using the example code provided. Successful completion of a payment using the
example code validates that your system is set up correctly, and ensures basic functionality is available before
implementing the integration with your online store. The example code covers common web server scripting languages.
You will need to select the appropriate example for your specific web environment.

Step 4

Design and implement the integration

You are now ready to payment enable your online store. This step requires a web developer familiar with both your online
store and the web programming language used in integrating the Virtual Payment Client.

This guide provides the reference information and best practise guidelines to assist you with this task. You may also refer
to the example code for further assistance.

Step 5

Test your integration

You need to test your integration by performing test payments. MIGS has a test bank facility to test all the different response
codes that you are likely to encounter in a live environment. Performing test transactions validates that you have correctly
integrated the Virtual Payment Client with your online store and that your application handles common response codes and
error conditions. For more information, please refer to the Test Card information supplied at the end of this document.

Step 6

Go Live

Once you are satisfied that your integration works correctly, change the configuration of your website from test mode to
live production mode. This includes changing the ANZ eGate Merchant ID, Access Code & Secure Hash Secret in your
integration. Refer to the ANZ eGate VPC Integration notes — ‘Obtaining eGate Access Code & Secure Hash’ for details on
how to locate your Access Code and Secure Hash Secret.

The production profile allows you to process live transactions with ANZ.

Step 7

Conduct final Pre-Production testing.
It is recommended that you follow standard IT practices and complete final pre-production testing to validate that
end-to-end functionality works correctly, including successful settlement of funds from ANZ.

Step 8

Commence live processing of online payments.

You should now be ready to launch your payment enabled online store and start processing online payments from
your customers.




Introduction to VPC

What is MIGS?

MIGS is the MasterCard Internet Gateway Service. MIGS is
provided to banks to facilitate online card payments where
the card is not presented to the merchant (called Card-Not-
Present, or CNP).

You have been provided this document because ANZ has
implemented MIGS as their processing server for CNP
transactions.

What is the Virtual Payment Client?

The MIGS Virtual Payment Client is a mechanism for
merchants to connect to the MIGS. It is termed *Virtual’ to
contrast it to the Payment Client itself, but the VPC isa
connection mechanism only — there is no supplied client
software.

This manual outlines instructions for connecting your
application to the MIGS Payment Server via this VPC
connection mechanism.



Steps to Integrating the VPC

Before you start integrating, you will need to determine if your online store supports the functions that you require. Your
online store will determine the transaction types you can or cannot integrate.

Step 1

You need the following support material and information:

a) This Guide

b) Example Code for your site (written in ASP, JSP, PHP and Perl)
c) Access Code

d) Secure Hash Secret (only used for Server-Hosted Payments).

Step 2

Determine which integration model you will be using?

You need to know whether you are using:
« Server-Hosted Payments Integration Model (3 party), or
« Merchant-Hosted Payments Integration Model (2 party).

Step 3

Determine which Payment Model you will be using, Purchase or Authorisation/Capture

« Purchase - requires a single transaction to transfer funds from the cardholder’s account to your account.
- Authorisation/Capture - requires two transactions, the Authorisation, followed separately by a Capture.

Step 4

Determine if you will be using any Advanced functionality?

The available advanced functionality includes:

- Verified-by-Visa and MasterCard SecureCode
- Capture

+ Refund

« QueryDR

Step 5

Perform a basic transaction using the supplied example code

You can perform a basic test payment transaction using the example code provided. Successful completion of a
transaction using the example code validates that your system is set-up correctly and ensures basic functionality is
available before you implement the integration with your online store. The standard example code covers common web
server scripting languages. You need to select the appropriate example for your specific web environment.

Step 6

Determine how you are going to get the transaction request input fields and where to store the transaction response
output fields in your online store.

You need to consider:

-« Session Variables - some online stores may require session variables to be collected and sent to the Virtual Payment
Client in the transaction request. The session variables are returned in the transaction response allowing your online
store to continue with the order process

« Merchant Transaction Reference (vpc_MerchTxnRef) - You need to determine how you are going to produce a unique
value for a transaction using the vpc_MerchTxnRef field.

Step 7

Design and implement the integration

You are now ready to payment enable your online store. This step requires a web developer familiar with both your online
store and the web programming language used in your web environment.

This guide provides the reference information and best practice guidelines to assist you with this task. You may also refer
to the example code for further assistance.

Step 8

Test your integration

You need to test your integration by performing test transactions. MIGS The Payment Server has a test acquirer facility to
test all the different response codes that you are likely to encounter in a live environment.

Performing test transactions allows you to test your integration, so that you won't encounter problems when processing
real transactions. For more information, please refer to the Test Environment Section of this document.



MIGS Test Host Simulator

The Host Simulator module provides a comprehensive
transaction testing facility for the all VPC supported
functions.

The merchant simply prefix’s their merchant ID (which will
be supplied to you by ANZ) with the word ‘TEST’ to initiate
the routing of all transactions received from their
application to the Test Host Simulator module. Full sets of
test logs are written to the Merchant Administration Portal
so that the Merchant can view and validate test results.

Exception handling is tested by simulating different
responses from the MIGS Payment Server. Responses can
be varied by using different values in the payment. For
example, $10.00 will return an ‘Approved’ by the MIGS
Server, while $10.51 will return ‘Insufficient Funds’. Please
refer to Appendix 1 for a full list of codes.

Production
— P

MerchantID
Copy
Code to
Production
System

TEST Perform

— —
MerchantID Test Cycle

Merchant Application
Test System

Figure 1: Merchant Simulator Infrastructure

Once the transaction testing cycle has been completed
successfully the code can be copied to the merchant’s
production system application. Once installed in the
production system and all necessary ANZ processes have
been completed, the merchant can access the Live Link by
removing the word ‘TEST' from their merchant ID. The
merchant’s test profile will remain and can be accessed for
further testing.

MIGS Payment Server

Payment Payment Bank Host
Gateway Adapter or
BANKNET

Test Host
Simulator




e-Payments

Working with e-Payments

MIGS enables a merchant to perform secure transactions
over the Internet. To do this they need to integrate the Host
Application (Shop and Buy application) with the MIGS
Virtual Payment Client.

The Virtual Payment Client is a series of commands
available to the Host Application through an API
(Application Program Interface). It interacts with the MIGS
Payment Server, which processes secure transactions in
real-time over the Internet.

The Virtual Payment Client is a remote interface to the
MIGS Payment Server, which processes the secure
transactions sent by the VPC.

Introduction to Processing Payments
The typical payment process for Internet purchases is:

1. The cardholder purchases goods or services from a
merchant using the Internet.

2. The merchant’s online store sends a Virtual Payment
Client transaction request via the MIGS Payment Server
for authorization and processing.

3. MIGS directs the transaction to the cardholder’s issuing
bank for authorisation of the payment. The cardholder’s
account is debited and the funds are transferred to the
merchant’s account

As the Virtual Payment Client is designed primarily for
processing payments from Internet sites, this guide
presents information for enabling an online store. But it is
also possible to payment enable other channels such as call
centres or IVR systems using advanced functions of the
Virtual Payment Client but it is not supported by ANZ.



e-Commerce Transaction Modes

Processing an e-Commerce Transaction

During a transaction, the funds are transferred from the
cardholders account to the merchants account in the
following steps:

1. The cardholder purchases goods or services from a
merchant via the internet, over the phone, etc.

2. The merchant sends the request for payment to MIGS,
which processes the transaction on behalf of the
merchant, by switching the transaction authorisation
request to the card issuer (the customers bank) (3).

3. The card issuing institution adjusts the cardholder’s

credit limit for the funds and returns the result to MIGS.

MIGS passes the result of the transaction on to the
merchant.

Payment Framework

. Periodically (normally once a day), these records are

transferred by MIGS to ANZ.

. The merchant’s bank settles the transaction with the

issuing (Cardholder’s) bank as part of normal credit card
processing.

. The issuing bank adds an entry to the cardholder’s

statement for subsequent payment by the cardholder.

. The acquiring bank deposits the funds into the

merchant’s bank account.

<
<«

Card Holder

A

(3} >

MIGS

!

Issuing Bank

A

»
>

A

B

Merchant

B Real Time
Il Batch

Figure 2: How a transaction is processed

Acquiring Bank



Payment Processing Modes

Purchase and Auth/Capture merchants

Purchase Merchant

Purchase mode transactions capture funds in a single
transaction and the funds are immediately transferred into
the merchant’s account when the merchant'’s bank settles
the transaction. Each instance of a purchase transaction
will show up on the customer’s card statement.

Auth/Capture Merchant

Auth/Capture merchants perform at least two transactions
to capture the funds from the customer’s card and deposit
them in the merchant’s account.

. The authorisation (Auth) transaction verifies that the
card details are correct and will also reserve the funds for
that merchant.

« The capture transaction refers back to the initial
authorisation transaction, and instructs the transfer of
the funds from a customer’s card into the merchant’s
account.

The merchant can perform more than one capture
transaction, for example the merchant may not have the
full ordered amount of goods in stock but ships what they
do have. Later, when they ship the remaining goods the
merchant can perform another capture transaction that
refers back to the initial authorisation transaction which
transfers the remaining funds to the merchant’s account.

This auth reservation of funds will reserve the funds for a
predetermined period of time, (such as 5 days), as
determined by the issuing bank.

Please check with your bank if you are unsure in which
mode you are operating.

Subsequent or Financial Transactions

For every order there is normally one shopping transaction.
Each shopping transaction may require a number of
associated financial transactions, for example, captures
and refunds. Financial transactions represent the flow of
information between the customer, the merchant and the
bank when purchasing goods and services.

Subsequent transactions can capture or refund
transactions.

Refunds are where the merchant re-credits funds back to a
customer’s card. In this case both transactions are listed on
the cardholder’s statement.

The merchant can perform as many capture and refund
transactions as they want providing the total amount
captured does not exceed the original auth transaction.
You must have captured the funds before you can perform
arefund (i.e. the original transaction was a purchase or an
authorised transaction that has been captured), otherwise
an error will occur.

Integration Options

There are two integration options for collecting credit card
details on the MIGS Payment Server. However, your bank
may not support both options. Please check with ANZ on
which option(s) you are allowed to use.

The 2 options are:

1. Server-Hosted - (Internet only with possible
authentication) Only possible from a web application,
such as a merchant shop & buy application or e-mail, as
the customer can only input their credit details direct to
MIGS via a web page that is displayed from the MIGS
Payment Server.

2. Merchant-Hosted - (Internet or Mail Order/Telephone
Order (MOTO)) Used for any merchant application, such
as a merchant web shop & buy application or a call
centre operation, where the merchant collects the card
details.




Server-Hosted transactions

Server-Hosted transactions use the Secure Sockets Layer
(SSL) or Transport Layer Security (TLS) protocol to provide
secure transmission of sensitive data between a customer’s
web browser and the MIGS Payment Server.

1. A customer 0 and G decides to purchase goods and
enter details into the merchant’s shop and buy
application software at the checkout page.

2. The customer pays for the goods and the merchant
software sends a Virtual Payment Client transaction
request to the MIGS Payment Server, using an Access
Code which is unique to each merchant. In addition,
data integrity is protected by use of a Secure Hash

Secret @).

3. The MIGS Payment Server receives the customer’s card
details 9 and displays a series of screens. The first
screen displays the cards supported by the processor
supports, for example MasterCard, Visa, and American
Express. The customer chooses the card type they want
to use for the transaction. The second screen accepts the
details for the chosen card such as card number, card
expiry, a card security number if required.

Server-Hosted Page - Information Flow

4. The MIGS Payment Server passes the details o to the
card issuing institution. When the payment has been
processed, the MIGS Payment Server temporarily
displays the result of the transaction before displaying
the final screen, which asks the customer to please wait
while they are redirected back to the merchant’s site
(see page 22) and the MIGS Payment Server passes the
result back to the merchant’s site detailing the result of
the transaction @ . This information is then passed back
to the user for their records @ .

The MIGS Virtual Payment Client is a set of commands
which all the sending and receiving of this data from the
MIGS Payment Server via browser redirects.

In a Server-Hosted transaction, the customer’s browser
connection is completely severed from the merchant
application, so any session variables that are required to
identify the current session must be collected and sent to
the MIGS Payment Server, where they are returned
appended to the result message.

Virtual Payment Client

2

Payment Options/Details

Payment Adapter

>

<
<«

Payment Bank
Server

Card Holder
+; VPC Request
A
= o[B
Merchant VPC Response

« VPC Integration
« Shopping Cart Application
» Web Server

Figure 3: Information for Server-Hosted pages

Merchant Admin



Integrating Server-Hosted Payments

To process a payment using Server-Hosted Payments your
online store needs to be integrated with the Virtual
Payment Client in order to send the transaction request
and handle the transaction response.

To do this you need to do the following:

1. Collect the minimum required information for a
transaction request. This will include your merchant ID,
your access code, the order amount, a transaction
reference number and an optional order information
field. You may require additional information when using
optional features.

2. Formulate a transaction request.

3. Add any session variables required by the online store to
resume the order process with the cardholder after the
transaction request has been processed.

4. Calculate the secure hash and append it along with the
Secure Hash type to the transaction request.

5. Redirect the cardholders Internet browser using the
transaction request you just created.

At this point the cardholder session with your online store
is interrupted while the cardholder submits their card
details directly to the MIGS Payment Server.

MIGS Processing of Server-Hosted Requests

When a transaction request arrives at the MIGS Payment
Server by redirecting the cardholder’s Internet browser, it
checks to make sure the Merchant Access Code is correct
for the merchant ID and also checks if the secure hash is
present. If both are correct, the Payment Server:

«+ Displays the card selection page (normally branded by
ANZ) for the cardholder to choose their card type.

» Accepts the cardholders card details for the selected
card type.

«  Processes the transaction request and notifies the
merchant’s bank of the status of the transaction so the
funds can be settled into the merchant’s account.

+ Sends back a transaction response to your website page
nominated in the transaction request indicating whether
the transaction was successful or declined.

« The MIGS Payment Server can also return error messages
back, if for example there is a communication error in
the banking network and the transaction cannot
proceed.

- If either the Merchant Access Code, Secure Hash Type or
the Secure Hash are incorrect, the MIGS Payment Server
returns a transaction response back to your website
page nominated in the transaction request with a
response code and a message detailing the error.

Transaction response

The transaction response is returned to your website using
an Internet browser redirect as specified in the vpc_
ReturnURL field. The transaction response will always have
a secure hash for the online store to check data integrity.

The online store needs to process the transaction response
by checking the secure hash received from the Payment
Server is correct:

«  Check the value of the vpc_TxnResponseCode.

- Ifthisis equal to ‘7’ then the MIGS Payment Server has
detected an error related to the message and you need
to handle this condition.

- Ifthisis equal to'0’ then the transaction was completed
successfully and you can display a receipt to the
cardholder.

- Ifitis equal to any other value, the transaction has been
declined and this must be declared to the cardholder.
The action taken in this event (suggesting a retry with
another card, suggesting another payment method etc.)
can be determined by the merchant.

If the value of the secure hash and Secure Hash Type
received is not equal to the hash value calculated from the
data, the data may have been tampered with in the
redirection process and you should check the transaction
response data against the original transaction request.

For example, you should check that the transaction
amount is the same as what you sent originally.

The online store response page needs to be able to handle:
« Successful transactions
« Declined transactions

«  Error Conditions - if vpc_TxnResponseCode equals ‘7’ an
error has occurred.

All three of these conditions are valid responses that occur
back from the MIGS Payment Server. The next section
provides you with an overview of securing your payments.

What the Cardholder Sees

In a Server-Hosted transaction (without authentication,
covered later in this guide) the cardholder is presented
with six pages:

1. The Merchant’s web-site checkout page
. The MIGS Payment Server’s Payment Options page
. The MIGS Payment Server’s Payment Details page
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4. The MIGS Payment Server’s Payment Pending page
5. The MIGS Payment Server’s Redirection page
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. The Merchant’s web-site receipt page.



Examples of these pages are shown below